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Current Situation

The PowerVault DL Backup-to-Disk
integrated backup-to-disk solution
developed this offering to give you
way for any IT department to achie
continuous data protection capabi

Today’s Windows based organizat
continue to grow at 40 percent to
mission-critical data in acceptable
data recovery is becoming increasi
effective over the years, their relia
efficient backups and on-demand

The Opportunity

Disk-based data protection, specif

in a revolutionary way. Continuous

e Eliminates the need for ba

Delivers a complete, integ

Continuous data protection allows

recovery and it improves overall d

Enables file recovery in sec
Allows end users to recove

Continuous Data Protection

Appliance — Powered by Symantec Backup Exec offers the industry’s only fully
with software factory installed. Industry leaders Dell and Symantec have co-
easier management capabilities of the backup-to-disk environment. It’s an ideal
eve faster, more reliable backups and restores. In addition, the appliance includes
lities designed to protect systems immediately as they change. .

ons face many challenges when it comes to data protection. First, data volumes

60 percent each year, making it increasingly difficult for administrators to back up
time frames (or within available backup windows). Additionally, instant on-demand
ngly vital for business operations. While traditional tape backups have proven
bility has been questioned, and today’s business climate demands faster, more
recovery.

cally continuous data protection, provides the opportunity to address these issues
data protection:

ckup windows

conds

r their own data without contacting IT

rated disk-to-disk-to-tape solution

any organization to manage data growth, improve reliability, and speed up data
ata protection without weighing down IT in costly high-administration solutions.




The Solution: PowerVault DL Backup-to-Disk Appliance with Symantec™ Backup Exec Continuous

Protection Server

The PowerVault DL Backup-to-Disk Appliance includes Backup Exec Continuous Protection Server (CPS), a
complement to Backup Exec for Windows Servers specifically designed for disk. Backup Exec CPS revolutionizes

backups by eliminating backup w

indows, improving backup reliability, and featuring the industry’s first Web-based

end-user file retrieval. It integrates with Backup Exec for Windows Servers to deliver a complete disk-to-disk-to-tape

solution. This solution improves
traditional data protection pract

data protection and reduces the administrative complexity associated with
ces. Continuous data protection eliminates the need for full, incremental, or

differential backups by protecting data immediately and then continuously backing it up to disk. It also decreases
the complexity of current methodologies as well as helping reduce the cost of the media used.

Because Windows file server data is continuously protected on disk, it can be recovered quickly and end users can
restore their own files without contacting IT which improves service levels without increased IT headcount or

administrative cost.

Understanding Traditional and Continuous Data Protection

As you consider a suitable data g

rotection strategy for your organization, it is important to understand the

differences between traditional tape-based, traditional disk-based, and continuous disk-based data protection

offerings.
Traditional Tape Backups
Key Benefits

Traditionally, tape backups have

proven to be an effective and inexpensive means for data protection and recovery.

The key benefits of traditional tape backups include:
e Inexpensive medium to store data

e Portable format that can

easily be moved offsite

e Familiar to administrators, who know and understand tape backups

Key Drawbacks

As useful as tape backups are, th
survey (1), about one quarter (25

ere are three key challenges with tape. First is reliability. In a Byte and Switch
6 percent) of survey respondents said their backups fail at least twice a week

because of the failure of the tape cartridges (52.9 percent) and the tape drives (45 percent). The second challenge is

complexity. Tape lacks the flexik

ility and simplicity that many organizations need today in a data protection

solution. Last is speed. As data volumes increase, tape backups are taking longer. A few notable drawbacks to tape

backups include:

e High impact on production server (backups must occur during off-peak hours)
e Only a limited number of servers backed up at one time

, symantec.
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e Once-a-day backups—or
e Increasingly complex ma
e Questionable reliability

Recovery

The point of protecting data is e
can be a time-consuming, bottle
right time. Key drawbacks to tap
e Recovery can be lengthy
e Only trained administrat

Backup Process
1. A full backup of each
2. Incremental backups

Recovery Process
1. Users submit a file re
2. Administrators locat
restore to the user.

Disk-Based Backups
Key benefits

Disk-based backups provide seve
and more efficient, while recove
reliable format for data protectic
e Faster, more efficient ba
e More reliable backups
e Faster and easier recove
e Possibility to back up to

Key drawbacks

While disk-based backups signifi
e Potential impact on proc
e Data backed up to disk,
e Data backed up in backu

Recovery

ly capture a single point of recovery
nagement (incrementals, differentials, multivendor solutions, and so on)

nsuring that it is recoverable when needed. With tape backups, however, recovery
necked process that makes it difficult to get the right file to the right person at the
e recovery include:

and cumbersome.

ors can recover data.

file server is performed at a scheduled time once a week.
of each file server are performed daily, during off-peak hours.

estore request to administrators.
e the tape(s); mount it, designate the file from the point of the last backup, and

ral key benefits that are not realized with tape. First, backups are typically faster
ry time improves significantly. Additionally, disk traditionally provides a more

on. Benefits include:

ckups

ry
tape for long-term archival and offsite storage

cantly improve data protection and recovery, they still have some drawbacks:
uction servers (still require a backup window)

possibly using tape emulation (sequentially, but not continuously)

p format—IT administration still needed for restores
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Because the backup resides on d
reload the data. It is faster and n

Backup Process
1. A full backup of each
2.
3. Backups can be migr

Recovery Process
1. Users submit a file re
2. Administrators quick

Continuous Disk-Based Backu

Key benefits
Continuous data protection revg
protection (faster backups, near
benefits include:

Help ensure that data is
Only captures changed g
Simplifies backups—elin
Can back up multiple file
Minimizes backup winda
Leverages tape backups
Files in native format, en

Key Drawbacks
May not provide tape-bz
May not integrate with t

Recovery
Instant, flexible, and granular rec
reduces IT administration while
files in seconds without contacti
Key benefits include:

Provides instantaneous f
Enables end users to ret
Enables recovery of files

Backup Process

isk, it is much faster to restore. There is no need to locate the tape, load it, and then
nore efficient.

file server is performed once a week.

Incremental/differential backups of each file server are performed daily, during off-peak hours.

ated to tape for long-term data protection or disaster recovery.

estore request to administrators.
ly restore the file from disk at the point of the last backup.

ps

lutionizes data protection by offering the core benefits of disk-based data
instant restore), while lessening some of the hardships of current backups. Key

always protected

ortion of files (block-level changes)
inates incrementals, fulls, and so on
servers simultaneously

ws for protected systems

for long-term archival and offsite storage
abling end-user recovery

sed backup, which is still needed for long-term data protection or offsite storage
he current backup solution

covery is a central focal point for continuous disk-based protection. CPS significantly
mproving service levels and end-user productivity. End users can find and retrieve
ng IT.

ecovery
rieve their own files
from multiple points in time
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1. Users save files to file servers (business server).

>

Continuous Protection Agent streams file changes to Backup Exec CPS.

3. Microsoft® Volume Shadow Copy Service (VSS) snapshots provide versioning and granular point-in-time

recovery of files.
4. Backup Exec media s

Recovery Process
1. Administrators or en

erver provides backup to tape for longer term retention or offsite storage.

d users can retrieve previous versions of files using simple Web-based recovery.

Backup Exec Continuous Protection Server Key Benefits

Eliminates Backup Windows

Symantec Backup Exec offers the Continuous Protection Server to help ensure that your data is always protected

and available. As a continuous d

isk-based data protection solution, CPS notes when a file changes and helps ensure

the change is captured and protéected. It only captures granular or block-level changes, not the whole file, reducing

the impact on network performa

nce. Not only is the most recent data protected, but multiple versions of files are

also captured and available for recovery or retrieval through the use of snapshots. Snapshots represent a specific
point in time of the CPS backup destination. Snapshots can be created manually or scheduled to occur on a periodic
basis within the CPS admin console. Snapshots are retained for a default period of 24 hours unless specified. CPS
integrates with Microsoft Volume Shadow Copy Services (VSS). VSS requires a minimum of 300 MB of space before

any snapshots have been taken.

Additional space requirements depend on the size of the data being protected and

the frequency in which the snapshots are occurring. The more frequent the snapshots, the greater the space
requirements will be for storing the snapshots.

Backup Exec continuous data protection helps eliminate the ever-shrinking backup window faced by organizations

by protecting data whenever a fi
performing the traditional full, in
simplifies management and redu

e Protects data immediate

le changes—continuously. This means no more backup window, because IT is not
cremental, or differential backups of business-critical data on file servers. This
ces costs:

ly and continuously

e No impact on the production business server
e Protects only changed data
e Continuously protects m

, symantec.
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[ Fileservers | \

with Continuous Protection Scrver

[PowchauIt DL Backup-to-Disk Appliance ]

Figure: Continuous Protection Deployment

Delivers Web-Based File Retrieval

Backup Exec Continuous Protection Server also reduces overall administration costs using Backup Exec Retrieve—a
simple Web interface that enables end users to retrieve previous versions of files protected by Continuous
Protection Server without contacting IT. Empowering end users to retrieve their own files frees up IT to focus on
other business-critical needs of the organization. Retrieving lost, corrupted, or overwritten data is as easy as
searching for and downloading a file from the Internet. There is no backup tape to locate or load and no data to
restore to find the correct file. Best of all, there is no client software or agents to install on individual desktops and
laptops. Users only need a standard Web browser, making data retrieval easier than ever:

e Simple Web search engine—like experience
For administrators or end users

[ ]
e No special software needed—only a standard browser
[ ]

No special training needed

symantec.
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23 Backup Exec Retrieve - Microsoft Internet Explorer

File Edit View Favorites Tools  Help
) " — A ~ T
o 1 =5 i - - [ ij 2 i
e Back \_/J |ﬂ @ lj 7 Search \?/\..( Favarites €3 [\ = !5 3 Links
User: BL5-23-PRE5304administrator | Logout | Help fad
BACKUP EXEC"
w RETRIEVE m arc Browse Recent Activity
bpdate [Search -
You have searched for: update Time taken: 0.16 seconds
Results 1-19
Mame Folder Size Date Modified
[F] 2005 Business Update.opt B - VW2 K Shuserdocshba,,, 54 KB 9/23/05 9:08 AM
O 2005 Business Update.opt B - w2k s userdocshMi... 53 KB 5/23/05 4:26 FM
[F] 2005 Business Update.opt B W - VW2 K Shuserdocsiba, ., 54 KB 9/21/05 5:02 AM
O 2004 Business Update.ppt By -\Wi2kKSuserdocsibg, 58 KB 9/13/05 11:46 AM
[F 2005 Business Update.npt B W -2k Shuserdocsiba. ., 54 KB 9/13/05 4:00 FM =
O 2005 Business Update.ppt EW-VW2KShuserdocshba.., 44 KB 9/15/05 9:40 AM
[F 2005 Business Update.ppt B W -UW2kShuserdocsiba. ., 58 KB 9/13/05 11:46 4M
O 2004 Business Update.ppt B W -VW2KShuserdocsiba.., S8 KB 9/13/05 11:46 AM
[F 2005 Business Update.opt B W - VW 2K Shuserdoosibg, ., 53 KB 947705 9:52 AM
O 2004 Business Update.opt B W - VW2 K Shuserdocsiba, . S3 KB 9/7/05 9:52 AM
[F 2005 Business Update.ppt B -2k Shuserdocsibg, . 53 KB 8/30/05 8:35 AM
[J[E 2004 Business Update.ppt B -V 2K S userdocsiby. . 53 KB 8/30/05 §:35 AM

[€

@ Done

é \ﬂ Local intranet

Figure: ﬁackup Exec Retrieve provides Web Based File Retrieval

Provides Comprehensive Protec

Built on the tried, trusted, and p
continuous disk-based data prot
to-disk-to-tape solution, protect

Centralized administration provi
interface and wizards simplify da
Sophisticated database and grou
system recovery is integrated int
based solution:
e Comprehensive disk-to-c
e From applications to file
e Integrated management

While productivity and resource
SmartLink integration simplifies

tion: Just Add Data

roven Backup Exec technology, Backup Exec for Windows Servers delivers
ection combined with traditional data protection to provide a comprehensive disk-
ng business-critical files, databases, and applications.

des scalable management of distributed backup and remote servers. An intuitive
ta protection and recovery procedures for any level user and any size network.
pware agents provide online protection and granular recovery. Even entry-level
o the Backup Exec solution. Backup Exec delivers a comprehensive disk and tape-

Jisk-to-tape data protection
servers to workstations
by means of Backup Exec SmartLink

5 continue to be a major focus for organizations of all sizes, the Backup Exec
management for many tasks—letting IT manage more with less.
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Features/Benefits Highlights

Provides Continuous Data Prote

ction

Backup Exec provides real-time protection of Windows file servers. The instant that files are changed or created,

they are protected by Backup Ex
portion of that file is protected—
amount of data moving across tk
Exec CPS enables IT and end use

Provides Web-Based File Retriey

Backup Exec includes Backup Exe
files—without IT intervention. S

ec CPS technology. After the first copy of a file is protected, only the changed
-at the block level—by CPS. This efficient data protection technology reduces the
e network and the amount of data to protect—and recover. Additionally, Backup
rs to retrieve not only the current version of files, but also previous versions.

val

2C Retrieve, a simple Web-based file retrieval that lets users retrieve their own
earching is simple because files are indexed by name and type. No other data

protection solution offers this simplicity or functionality. Because it uses a standard Web browser to enable users to

retrieve lost, overwritten, or cor
Recovering a file or its previous

previous versions of files. It is si
administration overhead.

Provides a Total Solution

Equipped with Backup Exec CPS,
protection management, providi
continuous protection jobs from
Does Not Require Active Directc
Backup Exec CPS software can ru
Windows Servers. It does not re

protection server to be in the sa

Provides Bandwidth Throttling

Administrators can manage and
protection can use for either LAN
hardware, media, and administr
continuously protected with min

rupted files, there is no software to install or update on individual workstations.
ersions is as easy as clicking a link to download a file from the Internet, including
mple to deploy, easy to use, and helps improve service levels without addition

Backup Exec combines continuous disk-based data protection with tape-based data
ng comprehensive disk-to-disk-to-tape functionality. Administrators can monitor
the Backup Exec administration console.

ory or SQL

n by itself on a stand-alone server or on the same server with Backup Exec for
quire any other Microsoft servers or components to run and it does not require the
me domain as the file servers it backs up.

control network resource use by granting the maximum bandwidth continuous
s or WANSs. This helps administrators, especially those looking to eliminate
ation in remote offices and to centralize data protection, ensure that data is
imal disruption to ongoing business activities.
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Provides Snapshot Management and Grooming

Backup Exec CPS provides snapshot management which gives administrators increased flexibility and granularity in
managing their point-in-time snapshots. Because Backup Exec CPS leverages VSS for snapshots, a maximum of 64
snapshots can be saved on the storage volume. However, CPS is unique, as it enables administrators to define
snapshot policies that control the specific periods of time snapshots are retained. Specifically, administrators can
decide to hold on to each snapshot for hourly, daily, weekly, and monthly intervals, providing greater flexibility and
maximizing the 64 snapshots availability.

Automatically Recovers from Network Outages

Backup Exec CPS can automatically recover from a network outage that has interrupted continuous protection. This
feature, called Auto Resume, is especially useful for WAN connections and remote offices. In the event of a
connectivity issue, changes will journal on the protected file server until connectivity with the protection server has
been reestablished. Upon reconnecting, the CPS will automatically resume continuous protection, without the need
for manual resynchronization and/or administrator intervention.

Remote Office Deployment: Continuous Protection Server

Continuous Protection Server is an ideal solution for protecting remote office environments that are connected over
Wide-Area Networks (WAN). A key concern in WAN environments is that WAN links tend to be much slower than
Local Area Network connections. Continuous Protection Server helps minimize the impact of the slow connection by
only transmitting the block levellchanges from the remote office back to the central office When planning a remote
office data protection strategy it is important to consider the following items:.

e Amount of Protected Data

e Network Bandwidth
e Data Seeding
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| Remote Office | [ Remote office |

. lq’ lq’

PowerVault DL Backup-to-Disk Appliance
with Continuous Protection Server

Figure: Remote Office Deployment

Amount of Protected Data

One of the key factors in sizing your data protection environment using Continuous Protection is determining the

amount of data that will be sent|over the network from the protected systems to the PowerVault DL Backup-to-Disk
Appliance. After the initial data js copied from the protected servers to the appliance, Continuous Protection Server
only copies new and changed data from the protected systems. A simple calculation for determining the amount of
data to be transmitted is:

Data change rate (GB) per hour + new data rate (GB) per hour = total data/hr

NOTE: Continuous Protection Server transmits only the changed data (blocks) except for small files. If a file is smaller
thanl MB, then the entire file will be transmitted.
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Network Bandwidth

Another key factor in sizing your
network bandwidth for backup @
the data protection environmen

10/100 Ethernet: 1.0 ME
Gigabit Ethernet (GbE): ]

These rates are theoretical maxi
to assume that the amount of da
theoretical maximums gives the

10/100 Ethernet: 0.7 MB
Gigabit Ethernet (GbE): 7

It is important to compare the ar
data that is expected to change ¢
recommended to use the conser
account for items such as latenc
the amount of data being protec
throughput requirements to pro

data protection environment using Continuous Protection Server is the available
perations. Network bandwidth is dependent on the type of network deployed in
t. The theoretical maximum network throughput values are as follows:

/sec— 10 MB/sec
100 MB/sec

mums, and actual throughput can be substantially less. A conservative estimate is
ta that can be transferred is 70% of the theoretical maximum. Applying 70% to the
following network performance:

/sec — 7 MB/sec (42 MB/min — 420 MB/min)
70 MB/sec (4.2 GB/min)

mount of data that can be transmitted over the backup network with the amount of
and be protected over that network. When making this comparison, it is

vative estimate for the maximum amount of network bandwidth available to

y and overhead. If the network bandwidth is unable to meet the requirements for
ted, additional networks or network interfaces may be required to support the

tect the data.
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Installing Continuous Protection Server on the PowerVault DL Backup to Disk Appliance

NOTE: The following steps assume the PowerVault DL Backup to Disk appliance has been setup and configured for
operation utilizing the automatic disk provisioning. In addition, the appliance will need to be restarted during this
process to complete the installation of CPS.

Backup Exec Continuous Protection Server requires drive letter access when installed on the PowerVault DL Backup
to Disk Appliance. As part of normal appliance operations Backup Exec will automatically configure and manage the
disks attached to the system. However, drive letters are not assigned to the virtual disks in the system as part of this
process. In order to support the|installation of Backup Exec Continuous Protection server, at least one drive letter
must be available to store the data protected by CPS. A drive letter can be assigned to one or more virtual disks
attached to the appliance by performing the following steps:

1. Start the Windows Server Manager and Select Storage -> Disk Management. Windows will display all of the
disks attached to the system. The Virtual Disks created by Backup Exec are labeled BEVirtualDisk.

E_ server Manager MEE
Fle Action Wew Help
ks 1 028 e ) 7 |
L Server Manager (DIDPE7DZ) Disk Management Actions
5 Roles = isk
PR Volume Layout | Type | File System | Status Capacty | Free Space | % Fres | Fault Tolerance | Disk Management =
3 Diagpstics simple  Basic Healthy (ELS# Configuration) 165 ME 165 MB 100% Mo [rm— .
| Configuration CoBEVirtuaDisk  Simple  Basic WTFS Healthy (Primary Partition) 13957568 13956266 100% Mo
B {8 storage (CoBEVirtusDisk  Simple  Basic WTFS Healthy (Primary Partition) 13957568 13956266 100% Mo
Vb Windows Server Backp | CSBEViItUaDisk  Simple  Basic NTFS Healthy (Primary Partition) 13957568 13956266 100% Mo
= Disk Management CoBEVirtuaDisk  Simple  Basic WTFS Healthy (Primary Partition) 13957568 13956266 100% Mo
205 (C) Simple  Basic WTFS Healthy (System, Baot, Pags File, Active, Crash Dump, Primary Partition) 229.09GB  20857GB  91% Mo
(CoRECOWERY (F:) Simple  Basic WTFS Healthy (Page File, Primary Partition) 300G 125GE  42% Mo
| I i
|_sDisk 0 =
Basic RECOVERY (F:) 05 (C)
232.25 GB 155 MB 3,00 GB NTFS 229,09 GE NTFS
Snline Healthy (ET54 Confiaurs | | Healthy (Fage Fils, Primary Partition) || Healthy (System, Boot, Pags File, Active, Crash Dump, Primary
L Disk 1 e
Basic BE¥irtualDisk
1395.75 GB 1395.75 GE NTFS
Orling Healthy (Primary Partition)
| “Disk 2 |
Basic BE¥irtualDisk
1395.75 GB 1385.75 GB NTFS
Online Healthy (Primary Partition)
L_aDisk 3 1
Basic BEVirtualDisk =
1355.75 GB 1385.75 GB NTFS
Online Healthy (Primary Partiion)
{_=Disk 4
Basic BEVirtualDisk
1355.75 GB 1335.75 GB NTFS
Drins Hsalthy (Primary Parttion) =
W Unaliocated [l Fiimay pariion
Fy = & TH = .
LDostart| | 2, mm | &) Powertiault™ DL Backup ... | @ Symantec Backup Exec (... || 5, Server Manager o @y 11:24 AM

Figure: Windows Server Disk Management
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2. Determine a virtual disk|where the CPS data will be stored. This location is referred to as a CPS Backup
Destination from within [CPS. Left click on the virtual disk and select Change Drive Letter and Path from the
popup menu.

(905 (C:)

simple  Basic  NTFS
(SRECOVERY (F:) Simple  Basic NTFS

Healthy (Page File, Primary Partition)

Healthy (System, Baot, Page File, Active, Crash Dump, Primary Partition) 229,09 GB

20857 GB 91% Mo

3.00GB 1.25 GE 42 % Min

Basic
1395.75 GB
Grling

BE¥irtualDisk
1395.75 GB NTF:
Healthy (Primary

W Unaliocated [l Primaiy parttion

4] | »
1_<Disk 0 ™
Basic RECOVERY (F:) 0s (C:)

232.25GB 165 MB 3,00 GB NTFS 229,09 GB NTFS

Online: Healthy (EI5A Configurz | |Healthy (Page File, Primary Partition) || Healthy (System, Boot, Page File, Active, Crash Dump, Primary

L_sDisk 1

Basic BV RUAIDES k. b

e e
1395.75 GB 395,75 GB NTFG L e
Cilins Healthy (Primary|  Open AR AL,
Explare. L

L_sDisk 2 |
Basic BEVirtualDisk |  Mark Partition as Active

1395.75 GB 1395.75 GENTFS  Changs Drive Letter and Paths...

Ornling Healthy (Primary Format

ibisk3 Extend volme: . e
asic BE¥irtualDisk e
1995.75 6B e Sl Shnnk.Vu\umE...

Online Healthy (Primary|  A0d Plror..,

Delete Volume. ..
=Disk 4

Froperties

hel
0 | =

R B E|
File  Action  Wiew Help
e 2 m EEE XSS w6
Gk Server Manager (DIDPS7DZ) Disk Management Actions
» Roles B
B Yolume Layout | Tvpe | File System | Status Capacit: Free Space | % Free | Fault Tolerance | Disk Management e
§ ik (=] Simple  Basic Healthy (ET54 Configuration) 165 MB 165 MB 100% Mo More Actions N
3?5 Configuration = BEVirtualDisk Simple  Basic  NTFS Healthy (Primary Partition) 1395.75GB 139562 GB 100 % Mo
= g Storage s BEVirtualDisk Simple  Basic NTFS Healthy (Primary Partition} 139575 GE  1395.62GE  100% Mo
Wb Windows Server Backup  |C2BEVirtusiDisk  Simple  Basic  WTFS Healthy (Primary Partition) 1395.75G6 1395.62GE 100% Mo
=7 Disk Management C@BEVirtuaiDisk  Simple  Basic  WTFS Healthy (Primary Partition) 1395.75G8 139562 GB 100% Mo

\
Lrseart| | 3 90

| & Powervaul DL Bacup ... | & Symantes Backup Exec (... |[ 2, Server Manager

o iy 11:28 AM

Figure: Virtual Disks

3. Click Add from the populp menu. Select an available drive letter to assign to the virtual disk. Select Ok to
continue.
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E  Server Manager

File  Action  Visw Help
s zFlHE B x=H
i Server Manager (DIDPS7DZ) Disk Management Actions

e :I:tsws Yolume ayou atus Capacit Free Space | % Fres | Fault Tolerance | Disk Management e
% Diagrostics = simple  Basic Healthy (EISA Configuration) 165 MB 165 M8 100% Mo [rE—— v
) Configuration (SBEVirtuaDisk  Simple  Basic NTFS Healthy (Primary Fartition) 1395.75G8  1395.62GB  100% Mo
5 £ Storage (CuBEVirtuaDisk  Simple  Basic NTFS Healthy (Primary Partition) 1395.75G8 1395.62GB 100% Mo
s Windows Ssrver Bsckup [ 9BEVirwalDisk  Smple  Basic WTFS Healthy (Primary Partition) 1395.75GB 1395.62GB 100% Mo
=4 Disk Management (CSBEVirtuaDisk  Simple  Basic NTFS Healthy (Primary Fartition) 1395.75G8  1395.62GB  100% Mo
(905 (C:) simple  Basic  NTFS Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)  229.09GE 208.57GE  91% Mo
(CSRECOVERY (F:) Simple  Basic NTFS Healthy (Page File, Primary Partition) 30068 12566 42% Mo

Change Drive Letter and Paths for BEVirtualDisk [x]

Allow access to this wolume by using the following drive letter and paths

4 e il
L_sDisk D i
Basic RECOY¥ERY (
232.25GB 165 1B 3,00 GB NTFS e o
onling Healthy (EI54 Configurz | | Healthy (Page Imp, Primary

oK Cancel

L=Disk 1

Basic EvirtualDisk -7 2 e

1395.75 GB 1395,75 GB NTFS

Online Healthy (Primary Partition)

I =Disk 2

Basic BE¥irtualDisk Add @ new dive letter ar path for BEVirtualDisk.

1395.7% GB 1395.75 GB NTFS

Online Healthy (Primary Partition) * Assign the following drive lstter oD >

-  Mount in the fallowing empty NTFS folder

Copisks | —
Basic BEVirtualDisk | Brovise., -
1395.75 GB 1395.75 GE NTFS

online Healthy (Primary Partition)

1_Disk 4 I

Basic BEVirtualDisk

1395.75 GB 1395.75 GB NTFS

orine Healthy (Primary Partition) -
W Unaliocated [l Primaiy parttion

\
Lrseart| | 3 90 | & Powerttault DL Backup | & Symantec Backup Exec (... | =, Server Manager o ®Y 11:30 AM

Figure: Assigning a drive letter to a Virtual Disk

4. Using Windows Explorer, create a folder on the virtual disk that will store the CPS data. It is not
recommended to use the BEControl or BEData directories on the virtual disk to store the CPS data. These
folders contain the Backup Exec configuration information and backup data from Backup Exec defined
backups. In this example, the folder CPS Data has been manually created to store the CPS data.
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& BE¥irtualDisk (D:) M=l B3
Ov L_,, = Computer = BEVirtualDisk (D0 - - m ISearch !Tﬂ
File Edit “iew Tools Help
| Organize = 13 Miews + ) Burn (7]
Favorite Links HEEE | -] Date modfied | -] Type | | Size | =] Tags |-l
.. BEControl &/5/2009 10:36 AM  File Folder
I pocuments | BEData £/18/2003 3154 PM  File Folder
B Pictures | CPS Data 6/16/2009 4:01 PM  File Falder
!E” Music
|4 Recently Changed
E Searches
. Public
Folders ~

Figure: View of Backup Exec Virtual Disk from Windows

5. These steps can be repeated if additional virtual disks will be used as destinations to store CPS data.

The system is now ready for installation of Continuous Protection Server.

1. Locate the Backup Exec Continuous Protection Server media that is included with your PowerVault DL
Backup to Disk Appliance. Insert the media into the optical drive of the PowerVault DL Backup to Disk
Appliance.

2. The Symantec Backup Exec Continuous Protection Server Browser will appear. Select Start the Backup Exec
Continuous Protection Server Installation.

3. The Welcome screen appears. Click Next to continue.

4. Select | accept the terms of the license agreement to accept the license agreement. Click Next to continue.
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5. The Environment Pre Check appears. Correct any items that are flagged with a Red X. Click Next to
continue.

6. Enter the license keys for Continuous Protection Server. The Backup Exec Agent for Windows Systems is
used to license Continugus Protection Server. The license keys are included with the PowerVault DL media
kit. Click Next to continue.

7. Select the options to install locally to the PowerVault DL Backup to Disk Appliance. See the screen shot
below for the options to|install. Click Next to continue.

Backup Exec Continuous Protection Server !E E

Local Features
Review Local Features to be installed on DJDPDEIM.

Click, on an icon in the list below to change how a Feature is installed, Feature Description

By Q = | Administration Console This option must be installed to

H i (5 - | Settings Utility create and manage the backup
[ (=0 = | Push Install Support aroup.

i (= | %86 Suppart

~ | 64 Suppart
EI ...... = v| Continuois M
i =0 = | Web Restore Server Components
|é| ------ =l v| Continuous Protection Agent
i =0 = | Indexing Components
i X~ | Backup Exec Remote Agent For Windows Systems
o Exchange Protection Agent

Managemenk Service

Finish

Dirive C:h
Required: 655 MB
Available: 206732 ME

Destination Folder:

C\Program Files|SymanteciConkinuaus Prokeckion Server!, ichange. .. |

Back MNext Cancel
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10.

11.

12.
13.

Now that CPS has been installed
CPS backup operations:

1.

2

Enter the name of a new
more than one Backup G
each other in the CPS Ad
Enter the name and pass
The network interface u

Backup Group. A Backup Group is a logical group of machines protected by CPS. If
roup is created, only machines within the same Backup Group will be able to see
ministrative Console. Click Next to continue.

word of Administrator account for the CPS services to use. Click Next to continue.

sed by the Continuous Management Service will need to be specified if multiple

network interfaces are detected. Select a network interface to use for the service. Click Next to continue.
Specify the support folder locations for CPS.

a. System Cache D

Components for
b. Journal Director
c.

Click Next to continu

rectory — The directory where CPS can store System State and Shadow Copy
backup purposes.

y — Contains the dynamic changes that occur during the backup process
Indexing Directory — Holds indexes of the snapshots captured on the CPS server

e

The installation summary appears. Verify all selections. Click Install to continue.
Once the installation is completed the appliance will need to be restarted. Click Finish to complete the

process and restart the 2

Installing Continuous Pr¢
NOTE: This step is Nnc

ppliance.

the following configuration steps must be performed to configure the appliance for

ptection Agents on remote systems
bt required if a Backup Exec Agent for Windows System is already installed on a

remote server. An a'tgent must be installed on each remote system being protected by CPS.

Creating Backup Destina
Create Backup Jobs — De
Seed the data — Data see

ions — Backup destinations are the locations that contain the CPS backup data

termine the data that is protected by CPS.
ding is the process of creating an initial copy of the backup data outside the Backup

Exec Continuous Protection Server framework before any continuous protection jobs have been run. This is

not required; however, ¢

continuous protection jo

opying the initial data using this methodology is beneficial in environments where
bs are run over slow network connections such as a Wide Area Network (WAN).
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@ Symantec Backup Exec Continuous Protection Server

Fle Edt Yiew Iools Window Help

IE) Backup Exec Continuous Protection Server

Overview I Setup I Restore I Job Monitor ! Alerts !

CencralTacie Getting Started | CPS Assistant | System Summary |

Refresh (F5) =]
Getting Started with Backup Exec Continuous Protection Server

Follow these steps to configure your Continuous Protection Server environment:

Step 1 - Install Protection Agents
To back up remote servers, one or more Continuous Protection Server Protection Agents need to be installed. You can install the Protection Agents from this
Administration Console,

About installing Protection Agents

Step 2 - Create Backup Destinations

A backup destination identifies a server and volume that can be targeted for backups, Backup destinations will allow you to configure how many versions are
kept for restore.

¢

About backup destinations

Step 3 - Create Backup Jobs

Backup jobs let you pick which files you would like backed up, when you'd like the backup to occur, and which backup destination you'd like to use to store
your backup data,

@TJ

About backup jobs

Step 4 - Monitor Jobs
after creating a job, you can view its activity in the Job Monitor. The Job Monitor shows all jobs that are running and scheduled to run in the future.

H

About monitoring jobs

Step 5 - Create a Restore Job
With Continuous Protection Server, users can restore their own data through a web browser. However, for large restores you may wish to create a restore job,

@I

Abaout restore jobs

More

Dane M) 0 fctive jobls), 0 Idis job(s) @ ®owmrernz

Figure: Continuous Protection Server Getting Started Screen

This document is not intended to cover the installation of Continuous Protection Agents. Please refer to the Backup
Exec Continuous Protection Server Administrator’s Guide for information on installing agents.

Backup destinations must be setup before backup jobs can be configured. From the Getting Started Screen, select
Step 2 — Create Backup Destinations. The Backup Destination Wizard will appear.

1. Click Next to continue.

2. Enter a name and description for the backup destination. This information is used to help uniquely identify
the backup destination. |Click Next to continue.

3. Backup destinations can|be stored on systems where the continuous protection agent or management
service has been installed. In this example, the destination will be stored on the PowerVault DL Backup to
Disk Appliance. Select the computer name in the Computer dropdown of the PowerVault DL Backup to Disk
Appliance. Click Next to|continue.

4. Determine the path on the computer where the data will be stored. If a Backup Exec Virtual Disk is being
used to store the data, it is recommended that the data be stored in the CPS Data (or similar folder) created
on the virtual disk in the|previous section. Do not store the data in the BEControl or BEData folders that are
present on the Backup Exec Virtual Disk. Note: Remember the path as it will be needed later as part of the
seeding process.

Symantec Corporation World Headquarters

Syrrlantec‘_ | 20330 Stevens Creek Blvd., Cupertino, CA 95014 USA

+1 (408) 517 8000 / +1 (800) 721 3934

\ARARRT cvimantan Anm

Other names may be trademarks of their respective owners.

kf) 2008 Symantec Corporation. All rights reserved. Symantec and the Symantec logo are trademarks or registered trademarks oi Symantec Corporation or its affiliates in the U.S. and other couniries.




5. The next step is determining the snapshot schedule for the backup destinations. Snapshots can be created
at regular intervals to provide a point in time view of the data in the backup destination. Set a schedule for
the snapshots and click Next to continue.

6. Retention periods are used to determine how long each snapshot is available before being overwritten. Set
a retention schedule for|the snapshots and click Next to continue.

7. The properties for the backup destination have been specified. Click Finish to complete the setup process.

Refer to the Backup Exec Continuous Protection Server Administrator’s Guide for information on configuring CPS

backup jobs. An example job configuration is provided in the next section in order to illustrate the process of data
seeding.
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Data Seeding

Data seeding is the process of cr
Protection Server framework be
copying the initial data using this
run over slow network connectic
Protection Server outside of the
the network. Once the data has
changes on the protected systen

The following example illustrates
protected server, “DL2KW2K3".
e This process assumes the CP
volume and per system basis
system and each volume wit

Backup jobs must be created bef
Create Backup Jobs. The Backuy

1. Click Next to continue.
2. Specify a Backup job nan
3. Select a backup destinat
4. Select the data that will
Settings, and SRD are se
5. Read the pop up that ap
6. Specify when the backug

a. Whenever a file
b. Accordingtoas
c. Initiate a backup

Initially, set this opti

Click Next to continu
7. Click Finish to complete

eating an initial copy of the backup data outside the Backup Exec Continuous

fore any continuous protection jobs have been run. This is not required; however,

methodology is beneficial in environments where continuous protection jobs are

ns such as a Wide Area Network (WAN). Data is copied to the Continuous

backup network (out of band) eliminating the impact that the initial backup has on
been copied and placed on the Continuous Protection Server, only data that

n is transmitted over the network.

5 seeding three folders dell, Documents and Settings, and SRD on the C Drive from a

S backup destination has been configured. In addition, data will be seeded on a per
meaning that separate backup and restore jobs will need to be created for each
hin that system (C, D, E, etc.) that is being protected by CPS.

ore the seeding process is stated. From the Getting Started Screen, select Step 3 -
) Job Wizard will appear.

ne and description. Click Next to continue.
on from the drop down list. Click Next to continue.
be protected by this backup job. In this example, the folders dell, Documents and
lected. Click Next to continue.
pears. Click Next to continue.
job runs from the following options:
changes
chedule
job manual

on to Initiate a backup job manually when seeding the data.

e.
the wizard.
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Next, Backup Exec will be used to copy the data for the source system to the backup destination as part of the
seeding process. Navigate to the Backup Exec U/l to for the next steps.
1. Select New Backup Job from Backup Exec.
2. Select the data on the remote system that is being protected by CPS backup job created in the previous set
of steps. In this example, the folders dell, Documents and Settings, and SRD are being protected. Using the
Selections tab, select these folders for the backup job.

Backup Job Properties Comments?
5 ~ Selections
ource i i
Selections Selection list nanme:
Fesouce Order IBau:kup 00om j Load selections from existing list... | v Include subdirectaries
Resource Credentials Selection list descriphon; ¥ Show file details
Priority and Availabilty | Include/Excludz.. | '
Selection List Motification
Destination Yiew by Fesource I View Selection Details l
DEV_'CE and Media ---|':| Macintash Systems ;l Mame = | Size | T
Settings E||':| m Windows Systems I Administratar F
Edeneral ; - 1E7 DIDRPDEIM I Al Users F
arce ;
Metwork, and Security EI &' Du:umam_s ; y Default User i
N |':| fctive Directary Domains LocalService F
; &= Microsaft Terminal Services Hetworksarvica F
Advanced EI!:nen File =] .i.I'E' Microsoft Windows Metwork,
Advanced Disk-based Backur B[] iy TMPWORK
M!cn:usnft SOL B[] i WORKGROUP
Microzoft Exchange -7 8 pLakwaks
Microsoft ShareP oint E-FleE o
Microzoft Active Directory [/ sbafagnasosbafzdes7—

Latuz Domino

5 BooT

Oracle P
s O I broadzom
Mebw are SMS : :
Linux, Unix, and Macintosh O e e
NDMP F-[]15) Program Files {xa6)
Enterprize Y ault 0 RECYCLER.
Whdware Virtual Infrastructure <pD
Microsaft Virtual Server I Systam Yolume Informe
M otific:ation 5 TEmp
Frequency I WINDOWS
Schedule

-1 wmpub

= i
¥ 4| | _P|_I 1] | i

| ¢
Bun How I Cancel | Help |

Figure: Backup Exec Backup Selections

3. From the Device and Media tab, select a target device for this backup.
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4. Click Run Now to run the backup. A pop up may appear indicating that the job has been submitted. If the
pop up appears, click Ok to continue.

5. Navigate to the Backup Exec Job Monitor tab and wait for the backup job to complete.

6. Once the backup job has completed, select New Restore Job from Backup Exec. The Restore Job Wizard
appears.

7. Select the data that is to be restored as part of the seeding process. In this example, the folders dell,
Documents and Settings, and SRD need to be restored. Using the Selections tab, select these folders for
the restore job.

Restore Job Properties Commeh

Source Al —Ssehlectpns -
Selections Selection list:

Eesource Credentials IFiesh:-le 0oooz j Load selections from existing list... | ¥ Include subdirectories
| V¥ Show file details

¥ Breview pane

Device
Destination

. o i Beainning | Ending =
FII.E Gled=e ;1 backup date: I|7 5/27/2003 J hackup date: "_ B/26/2003 J
Microsoft SOL Redirection

Micrasoft Exchange Redirection Wiew by Resource | iew by Media | View Selection Details |

Microsoft SharePaoint Redirection - Q Al Resources MName = | Sizel TYEE
Oracle Redirection =[] 8 pLakwaks I dell S4KE  File Fu
DE2 Redirection I Documents and ... £91,374KE  File F

Enterprize Vault Bedirection <RD 365 670KE  File B
Whlware Redirection !

Microsoft Vitual Server Redirectior
Settings

General

Advanced

Metwork and Security

Pre/Past Commands

Microsoft SOL

Microzoft Exchange

Microzoft SharePaint

Microzoft Active Directoy
Loktus Domino 4 | —'I

Dracle BI2EF2009 11:39:52 AWM (Fully =
De2 b

Enterprize Vault General o
Metw/are S35 Resource Name: DL2EMWZKI - C:

higi:b“”i“» and Macintosh Backup Date: BIZ6/2008 11:38:52 AM

%k g mrm Uik 12l Didr sk b es i Method: Full =
<i | »

Bun Mo I Cancel Help

Search Catalogs. .. I Include/Exchude. ..

Figure: Backup Exec Restore Selection

8. From the File Redirection tab, select the checkbox for Redirect file sets. In the Restore to path: box enter
the path to the CPS Backup Destination specified earlier in this document. In this example, the CPS Backup
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Destination path is CPS Data. Append the source system name to the path. The source system name is the
name of the system that is being protected by CPS. In this example, the source system name is DL2ZKW2K3.
Append the drive letter of the source data from the source system to the path. In this example, the drive
letter is C since the data being protected by CPS resides on the C drive on the system DL2KW2K3. The
Restore to path: should read \CPS Data\DL2KW2K3\C.

Restore Job Properties Comime
Source ;I i~ File Redirection
Selections ¥ Rediect file sets
F Credential
o s Restore to diive: [“DJDFDEIMF: =l
evice

Destination Server logon account; ISystem Logon Account Ehangel Clea |

File Redirection
Microzoft SGL Redirection Festare to path: I\EF‘S D atat DL2KMW 2K 3]
Microzoft Exchange Redirection

Microzoft SharePaint Redirection Path lagan accourt: I I:hgngel ':lﬁf"l

Oracle Redirection : ) _ . : ) _
DE2 Redirection MOTE: vou cannot redirect databasze files uging these settingz. To redirect database filez that are protected by icensed
Backup Exec agentz such SOL or Exchange, click the appropriate redirection tithe on the properties pane on the left,

Enterprize W ault Redirection
Widware Redirection

Microzoft Vitual Server Redirectior
Settings

General

Advanced

Metwark and Security

Fre/Post Commands

Microzoft SOL

Microzoft Exchange

Microzoft SharePaint

Microzoft Active Directom

Latus Doming

Oracle

DE2 oo
Enterprize Wault

Mefw'are SMS

Lirw, Unix, and Macintosh

NODMF

whdransra itk sl lifeach mhors it
4 | v

Bun Maw I Cancel Help

Figure: File Redirection Restore

9. Click Run Now to run the restore. A new window appears that details the selections for the restore job.
Click Ok to continue.
10. A pop up may appear indicating that the job has been submitted. If the pop up appears, click Ok to
continue.
11. Navigate to the Backup Exec Job Monitor tab and wait for the restore job to complete.
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Repeat this process for each volume and system that is being protected by CPS.

Now that the data has been seeded to the CPS Backup Destination, the CPS Backup Jobs must be started so that data

will automatically be protected.

1. From the Continuous Protection Server U/I, select the Setup tab. Select the Backup Jobs folder. Right click
on each backup job and select Properties.

2. On the Schedule tab, change the Run backups setting to either Whenever a file changes or According to a
schedule. Click Ok to continue.

Important Information

The above configuration steps w

ill locate backup data from both Backup Exec and Continuous Protection Server on

the same volume(s) in the PowerVault DL Backup to Disk Appliance. However, there are situations where dedicated

storage may be desired for CPS.

These include:

e Isolating the CPS I/O from your backup to disk I/O to achieve maximum performance

e The folder size created b

In these situations, CPS can be in
Advanced Disk Configuration can

y the automatic disk provisioning is insufficient to hold the CPS data

stalled on a system other than the PowerVault DL Backup to Disk Appliance or an
be used with the PowerVault DL Backup to Disk appliance to dedicate storage to

CPS. Refer to the Backup Exec Continuous Protection Server for installing CPS on another system. In situations

where storage is dedicated on th

e appliance for CPS, Backup Exec’s automatic disk provisioning must be disabled

and the disks are manually configured to provide the additional disk storage for CPS.

Please refer to “Configuring the Storage Array Manually” in the Dell PowerVault DL Backup to Disk Appliance

Powered by Symantec Backup Ex

Summary

While traditional tape backups h

ec documentation located at support.dell.com/manuals.

ave been the predominant method for data protection and recovery to date,

demands for faster, more reliable, and more efficient backups and on-demand recovery have never been greater.
To help organizations adapt to escalating data growth and advancing business requirements, the PowerVault DL

Backup-to-Disk Appliance with t

he Backup Exec Continuous Protection Server, a revolutionary disk-based

component that ensures that critical business data is always protected and available by using disk as the primary

medium for data protection and

recovery. Traditional tape backups and infrastructure can be leveraged to provide

secondary data protection for longer term retention and offsite storage. By providing continuous data protection,

Backup Exec CPS helps eliminate

backup windows and provides instantaneous recovery by including the Web-based

file retrieval: Backup Exec Retrieve. Backup Exec Retrieve integrates with Backup Exec to provide a complete disk-
to-disk-to-tape solution from a s

, symantec.

ngle source.
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